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IMD SMART CITY INDEX 2019
Source: 

The IMD World 
Competitiveness Center’s 
Smart City Observatory, in 
partnership with Singapore 
University of Technology and 
Design

03 October 2019
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INTELLIGENCE – ESPIONAGE 

COUNTERINTELLIGENCE – COUNTERESPIONAGE 

3 Source: Antonio Prohías – Mad Magazine  
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COUNTERINTELLIGENCE - COUNTERESPIONAGE

Goals for both offensive and defensive CI/CE

• Identify leaks (technological, human)

• Control those leaks (double, deception)

• Close off leaks (neutralize, arrest)

• Prosecute those involved (closure, expose)
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INTELLIGENCE – ESPIONAGE 
HUMINT

• Impediments

• Biometrics – Air travel, border points, public 
transport, services and point of sale?

• Alias personas dead or neutralized?

• Wide-area video & technical surveillance 
limiting?

• Create alias-electronic personas?

• Goals

• The Insider

5



©️ Securely Travel 2019©️ Securely Travel 2019

INTELLIGENCE – ESPIONAGE 

Goals

• SIGINT / ELINT

• Collection opportunities?

• SCADA – Drones - WANs

• MASINT

• Energy – Sewage – Garbage - Exhaust
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CRIMINAL

Unauthorized access

• Surveillance - CCTV hack

• Data manipulation

• Drone hijacking

• Internecine engagement
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HUMAN RIGHTS

Privacy

• Citizens trading privacy for services?

• How lawful will lawful access really 

be?

• Right to disappear?

• Citizen ownership of data

(commercial – government)
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HUMAN RIGHTS

Privacy - Example

• China – Hong Kong

• Government use of technology

• Protesters engaged in countermeasures 

• Beaconology – Self, Home, Office, 

Vehicles and Devices

• Facial Recognition – Buzzfeed’s 

September 2019 “Times Square” test
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